Abstract: At the center of core technologies for a future cyber world, such as Internet of Things (IoT) or big data, is a context-rich system that offers services by using situational information. The field where context-rich systems were first introduced is near-field communication (NFC)-based electronic payments. Near-field Communication (NFC) integrated payment services collect the payment information of the credit card and the location information to generate patterns in the user's consumption or movement through big data technology. Based on such pattern information, tailored services, such as advertisement, are offered to users. However, there is difficulty in controlling access to personal information, as there is a collaborative relationship focused on the trusted service manager (TSM) that is close knit to shared personal information. Moreover, in the case of Hadoop, among the many big data analytical technologies, it offers access control functions, but not a way to authorize the processing of personal information, making it impossible to grant authority between service providers to process information. As such, this paper proposes a key generation and distribution method, as well as a secure communication protocol. The analysis has shown that the efficiency was greater for security and performance compared to relation works.
Introduction
Information technologies that can be used in the future cyber world, such as IoT, big data, cloud computing and smart cars, are all based on a context-rich system. A context-rich system is a technology that offers services tailored to new situation information and is based on big data technology [1] . The first field to have such context-rich technology applied was near-field communication (NFC) integrated payment services, which is expected to be the basic electronic payment technology in the future cyber world.
NFC integrated payment services transfer credit card information, mileage card information and membership information stored on a smart phone to the POS device all at one time using NFC technology and allow this to be confirmed through an application [2] .
When the NFC integrated payment services are used, the credit card company collects the payment information, the mobile network operation collects the location information, the mileage company collects the item information and the coupon provider collects personal information on a constant basis. Such information is then analyzed to generate information on the user's consumption pattern, which is then used to offer tailored advertisement or coupons to the user [2] [3] [4] [5] [6] .
Such a payment system not only processes simple personal information, but also generates and processes sensitive information related to the user's lifestyle, consumption and movement, and therefore, secure access control to such information is needed. Moreover, since various corporations are in a collaborative network sharing personal information, access control needs to be provided by the group.
Given that multiple corporations collect massive amounts of information in various forms and formats in real time and analyze them to provide services, NFC integrated payment services can be seen as based on big data. However, when Hadoop, one of the major big data technologies, is applied to NFC integrated payment services, the access authorization technology provided by Hadoop cannot control the processing of personal information in the NFC eco-system, which is a close meshed network centered on a trusted service manager (TSM) [2, 3] . In addition, Hadoop has vulnerabilities in setting authorization for files, disclosure of session keys and replay attacks.
As such, in this paper, the characteristics of the NFC eco-system where NFC integrated payment services are provided will be taken into account to propose a measure of secure access control when there is sensitive personal information, such as that concerning the user's lifestyle, consumption and movement patterns.
Near-Field Communication
NFC is a non-contact wireless communication technology capable of exchanging data at close quarters. NFC operates at a frequency of 13.56 MHz, and the communication range is about 10 cm or less. Because it uses RF, it can be categorized as a type of radio frequency identification (RFID). The biggest difference between the two technologies is that NFC allows peer-to-peer (P2P) communication. NFC operates in three modes, as seen in Table 1 [2, 7] . 
NFC Integrated Payment
When an NFC integrated payment system is used, the payment information, location information, history of coupon usage and mileage information are accumulated in the TSM. Pattern information refers to the information that has been processed from the payment pattern, movement pattern and lifestyle of the user. TSM analyzes pattern information to offer tailored services, by sending the information to the service provider [7, 8] .
At present, the NFC integrated payment system offered by Google is a type that uses pattern information. The TSM corporation that participates in Google Wallet services is First Data, which serves as a medium for transmitting information. Google processes information to generate pattern information and manages the SE (Secure Element) and application. In regards to payment, Citi Bank is a partner, and a variety of financial institutions, credit card companies, mobile service providers and merchants collect personal information [8] .
Trusted Service Management
A trusted service manager (TSM) is a technology that emerged to offer secure mobile financial services. In NFC services, too, it serves as a market and technology mediator through security management services [7, 8] .
TSM has access authority to SE fields and is at the center where data generated by NFC services are collected. TSM controls the entire process of NFC services. It manages the application, issuance and suspension of the means by which the service is used and also manages the service provider's account and NFC device. For example, the service usage means in NFC payment services can be a mobile credit card.
The role of TSM can be understood through a comparison of the following two images. Figure 1 shows the structure of how information was transmitted before TSM was adopted between MNO (Mobile Network Operation) and service providers. Figure 2 shows the structure after TSM was adopted between MNO (Mobile Network Operation) and service providers.
The concept of TSM was first introduced by Global System for Mobiles Association (GSMA), after which, together with the European Payments Council (EPC), the eco-system of mobile contactless payments (MCP) based on universal integrated circuit card (UICC) further defined the role of TSM. For example, in a model such as Google Wallet services, all data related to payment services are concentrated in the TSM. Google uses such data to provide tailored services to its users. That is, the role of TSM is very important from the perspective of personal information [8] .
Hadoop
Hadoop is an open source framework of Apache that allows massive amounts of data to be stored, distributed and analyzed. Originally, it was developed by Mike Cafarella and Douglas Cutting, the creators of Apache Lucene, to support distributed processing in Nutch, an open source web search engine [9] [10] [11] .
Hadoop was realized by benchmarking Google's Google File System and can be said to be the core technology to provide context-rich services in NFC integrated payment.
The Hadoop distributed file system adopted Kerberos and a token system for security reasons, but there are weaknesses, such as the issue of setting authorization for the files, sharing one key, replay attacks of the block access token and vulnerability against masked attacks [9, 10, 12, 13] .
No Support for Setting File Authorization
The Hadoop distributed file system is designed to operate in a general use computer. Most distributed file system of Hadoop operates in Linux/Unix operating systems. The Hadoop distributed file system does not have a function of setting authorization for files in itself, but uses the function that is provided by the operating system. Since such methods cannot be applied to the security functions of Kerberos or token systems, if the user has been authorized through Kerberos, his authorization is not confirmed separately when files are accessed [14] .
Issues with the Usage and Exchange of Keys
For encrypted communication between the client node, name node and data node in the Hadoop distributed file system, a key must be exchanged in advance. However, there are issues with how the key is shared in advance or with the shared key itself [15] .
The name node and all data nodes share one secret key. This secret key is transmitted when the data node is first registered with the name node. When the key is changed, the name node, through the heart beat that is regularly transmitted by the data node, transmits the changed key. If the attacker disguises himself as a data node and registers with the name node or intercepts the heart beat and the key value is disclosed, the attacker can use the acquired key to generate a block access token. That is, the attacker can access the block of the data node to acquire data.
Moreover, in the PKI (Public Key Infrastructure) system, one client shares a public key with all data nodes, and one data node has to share the public key with all clients and also store the public keys of other data nodes.
Replay Attacks and Disguised Attacks
The biggest problem with the block access token used in Hadoop is that it does not have a security measure other than comparing the token ID with the token authority, which is the hash value to verify the integrity of the token ID. That is, even when someone other than the actual owner of the clock access token transmits it, there is no process to verify it, and the token, once issued, can be re-used several times during the valid period. This allows the attacker to conduct a replay attack after acquiring the token [12, 13, 16] .
At present, the Hadoop distributed file system shares a secret key between the name node and the client. The user encrypts the transmitted data using this secret key to acquire the ticket or block access token, then sends it to the server from which he aims to be certified. When the integrity of the token is verified, the user is confirmed as an approved user. Since the user cannot know what the content of the block access token or ticket is, from the user's perspective, there is no way to know whether the transmitted ticket or block access token was transmitted by a normal name node. In addition, since there is no way for the data node to verify the user either, there is no way to confirm whether the transmitted file was sent by a normal data node or was a malicious file sent by an attacker [17] .
Proposed Scheme
The proposed distributed personal information access control scheme consists of a service provider, TSM and pattern information management (PIM). The TSM distributes the keys and verifies in accordance with information mediation and authorization, while PIM refers to a distributed file system like Hadoop. In designing a Hadoop-based PIM, the PIM is composed of the name node and data node. The name node functions as the manager of thousands of data nodes, saves files in the data node and performs tasks by receiving requests from users. Actual files are saved in the data nodes.
The proposed security scheme only regulates the communication between the service provider and PIM and assumes that the session key based on the public key has been generated and distributed before the initial communication. Moreover, Service Provider 1 and Service Provider 2 are in a collaborative relationship. Service Provider 2 only has the authority to view personal information and pattern information, while Service Provider 1 is assumed to have the authority to revise personal information, as well. The terms and symbols used in the proposed security protocol are shown in Table 2 . 
Key Generation and Management Scheme

The Process of Session Key Generation
All communication processes go through verification of the certification, generation of a session key and encryption using the session key. The process of generating the seed key, which is the session key used between all entities, is as seen in Figure 3 .
The service provider (SP), TSM, name node and data node generate a random number to create the seed key and verify each other through a certification. After verification, the SP, TSM, name node and data node transmit a random number through the public key and generate a seed key for the generation of a session key. Lastly, for the SP and TSM to communicate with each other, the seed key generated by sharing the value of the random number is transmitted to the TSM for verification. When transmitted, it is encrypted using the public key of the TSM and has the signature of the SP attached. The TSM, name node and data node also transmit and verify the seed key in the same manner.
The Process for Generating the Key for the Authorization of Access to and Modification of Personal Information and Pattern Information
The key to handling personal information and pattern information has different authorizations for each SP and is designed based on the secret sharing method. The process of generating and distributing the authorization key for access to and modification of personal information and pattern information is as seen in Figure 4 . All keys are generated in the TSM, and SP1 receives the key with the authorization to revise personal information and pattern information. SP2 receives only the key for viewing authorization.
The TSM selects "PI_A_MK_S" as the secret constant in the polynomial equation and selects the four points that pass through Formula (1), which are "PI_A_MK_TSM", "PI_A_MK_SP1", "PI_A_MK_NN" and "PI_A_MK_DN". At this point, "PI_A_MK_SP1" becomes the key with the authorization to revise personal information and pattern information for SP1 and is encrypted into a session key to be transmitted to SP1. The TSM deletes "PI_A_MK_S" and only stores "PI_A_MK_TSM". It encrypts "PI_A_MK_NN" and "PI_A_MK_DN" as a session key and transmits it to the name node (NN) and data node (DN). At the same time, TSM transmits to the DN the hashed "PI_A_MK_S". 
After the key for the authorization for modification is generated and transmitted, the TSM generates simple viewing keys for personal information and pattern information. TSM creates Formula (2) using "PI_A_MK_TSM" as a secret constant and selects the four points that pass through Formula (2), which are "PI_A_AK_SP1", "PI_A_AK_SP2", "PI_A_AK_NN" and "PI_A_AK_DN". At this point, "PI_A_AK_SP1" and "PI_A_AK_SP2" become the simple viewing key for personal information and pattern information for SP1 and SP2. They are encrypted into a session key to be transmitted to SP1 and SP2. The TSM deletes "PI_A_MK_TSM" and encrypts "PI_A_AK_NN" and "PI_A_AK_DN" into a session key to transmit it to the NN and DN. The last session keys to be used are stored in the TSM, and the TSM transmits to the DN the hashed "PI_A_MK_TSM". Figure 5 shows the protocol of storing in PIM the personal information that SP1 has collected. SP1 divides a single file to be saved by a unit of 64 MB, a block size. Then, SP1 transmits a file name, the size, the number of divided blocks and owner information of the file to the TSM; whereas it transmits the information above to the name node. The name node saves the file information in the name space and allocates the data node to notify to the TSM. The TSM retransmits the data node information to SP1; whereas SP1 forms a secure channel with the data node in the same way as is shown in the Figure 3 . SP1 implements the first stage of encryption of the collected personal information using the session key with the DN, then double-encrypts it using the session key with the TSM before it transmits to the TSM. The TSM verifies the packet that was received through the signature of SP1 and re-encrypts it using the session key with the DN before transmitting it to the DN. The DN descrambles the packet using the session key with the TSM and SP1 and verifies the integrity through the signature. After finishing the file transfer about the personal information, SP1 transmits the service provider information, forming a partnership with the TSM, and it generates and transmits a unique ID notifying of the relationship between partnership and transmitted personal information file to the service provider and the NN. Metadata are updated by a block report of the DN, the file information received from the TSM and the ID-based NN. Figure 6 shows the protocol of viewing the pattern information using the access key provided to the SP. The TSM, upon a request for viewing personal information or pattern information, uses a session key that was last used to verify Service Provider 2. To achieve this, instead of immediately transmitting a session key for session key security, the session key is hashed based on the random number generated by SP1 and the TSM in order to send the hashed session key for verification.
Transmission and Access Scheme for Personal Information and Pattern Information
The Process of Transmitting Personal Information
The Process of Accessing Pattern Information
SP1 transmits a unique ID received during personal information file transfer to the TSM, and it transmits the applicable ID to the name node. The name node checks the metadata applicable to the ID-based personal information file, and the name node transmits the data node information to the TSM.
The TSM requests an access key matched with the ID to SP1, the NN and the DN, and each entity transmits the access key to the TSM. The TSM inserts the viewing authorization key that had been distributed into Formula (2) to restore and hash the secret value (PI_A_MK_TSM) and compares with the DN's stored hash value for verification. When the hash value verification at the TSM and PIM is successful, Service Provider 2 can view the personal information. The revision of personal information is operated only when the authorization to view personal information and pattern information has been verified. The TSM inserts the restored secret value and the authorization key that had been distributed into Formula (1) to restore and hash the secret value and compare with the stored hash value for verification. When the verification of the hash value is successful at the TSM and the PIM is successful, Service Provider 1 can modify the personal information. Table 3 shows a comparative analysis of the suggested security schemes by various Hadoop security functions. It shows that the suggested scheme is secure to existing vulnerabilities of Hadoop [15, 16, 18] . One of the biggest problems in an existing Hadoop system is that access authority cannot be vested with respect to the information, replay attack and key drain occurring between the name node and data node. Nonetheless, the protocol proposed provides secret sharing-based key generation and data protection between the name node and data node. Furthermore, by giving an access key to processing information consisting of general information, only information can be used that fits the authority given to the service providers. To ensure that secure channels are formed during the communication between each domain, a public key between each domain is used to transmit secret information. The secret value is used to generate a session key. For secure communication when transmitting personal information, pattern information or information access keys, it was designed to be encrypted in two or three layers in the form of cipher-chaining. This also ensured that secret keys were used in the form of chaining or a secret sharing method was used, instead of processing the information using a shared secret key [19, 20] . Lastly, when information is accessed, whether the user is a legitimate user is constantly verified. Simple accesses are prevented, and only through collaboration with other domains can the information be accessed [21] [22] [23] .
Security and Performance Analysis
Security Analysis
Trusted System
Verification between each domain is made possible by using certification before transmitting practical information. When information or certification is provided between domains of different TSMs, the root TSM is used to form a trust-based system. Moreover, the trust of the information and system is ensured by having the process stages associated with the users' private information and the TSM shared, so that when information is provided, all domains related to the information have to provide a signature [24, 25] .
Efficient Cipher Key Used
A new key is not always generated in the protocol, but the key that had been used in the previous stage is used in the form of chaining when accessing or providing pattern information.
Non-Reputation
In the process stages that can be associated with the user's personal information, such as the storing of personal information, generation of pattern information, generation of an access key to pattern information and access to pattern information, the transmitter's signature is required on the transmitted message to guarantee non-reputation. In addition, when cipher-chaining is used, not only the information transmitter, but also the domain that acts as a medium is required to offer its signature to enable non-reputation.
Replay Attack and Eavesdropping
When information is transmitted between service providers, the TSM and PIM, all data are encrypted by generating a session key and, therefore, are secure from eavesdropping. When the session key is generated, the seed value is constantly changed along with the secret shared value and random number to protect from replay attacks.
Performance Analysis
As can be seen in Table 4 , the weight of the scheme has been made lighter than the existing security scheme for NFC integrated payment systems. Figure 7 shows that simply synchronizing the proposed security scheme is more effective than generating an authority key and distributing it within Hadoop. Figure 7 shows the secondary authentication key quantity resulting from increased data nodes when 10 service providers form one consortium. In implementing the authentication key using a block token in Hadoop, although the required key increases exponentially as the data nodes increase, the protocol set forth shows effective performance regardless of the secondary quantity of the data nodes, as the key increases depending on the relationship of the consortium. 
Conclusions
This paper suggested a communication security protocol based on the method of managing authority keys in order to ensure secure processing of the users' personal information. The suggested security scheme shows excellent security and performance compared to existing schemes. In addition, it has been designed with the NFC ecosystem in mind, allowing it to be applied to NFC integrated payment services. The paper has presented, for the first time in the field, a practical application of a context-rich system to an NFC integrated payment security system. As context-rich systems are emerging as the core of a future cyber world, this scheme is expected to be the start of many more applications to come. The main idea of the paper is distributing through a PIM-concentrated authority to the TSM and ensuring the anonymity and safety of pattern information and personal information. The distribution of the authority in that service may be impossible in case of problems with the TSM and PIM, so additional research is needed in this area.
